The mobile banking authentication is considered as a major security risk for the financial sector; this risk can affect their interest, hence the purpose of this study is to evaluate the users' acceptance of using the fingerprint authentication as a biometric method for users' authentication and identification in Bahrain mobile banking. The model used in this study is an advanced version of Technology Acceptance Model (TAM), where the developed model for this study tests the factors that could affect the users' acceptance of using the fingerprint in Bahrain mobile banking services on a sample of 315 banking customers, the data has been analyzed by the Statistical Package for Social Science (SPSS). The finding indicates that all factors are significantly affecting the users' acceptance of using biometric authentication in Bahrain mobile banking and they are accepting this technology to be used.
Introduction
Mobile banking (M-Banking) services could be defined as financial services that are remotely offered through the Internet, these services are performed using a mobile device, where the mobile device refers to a smartphone, tablets or Personal Digital Assistant (PDA) that are used to access the mobile banking applications [1] . Since the banking industries have been shifted some services to be available online such as accessing to all online banking needs, money transfer, enquiries on accounts and credit cards...etc. [2, 3] . Thus, raising the security and privacy has become a major concern for people who use the mobile banking where the security significantly affect the customers toward using it [4] , the biometric authentication and identification system come to be the solution [5] , where biometric authentication refers to a system that used to precisely recognize an individual identity based on his/her physical characteristics like fingerprints, voiceprint, facial characteristics and more [6] . The Telecommunications Regulatory Authority (TRA) [7] stated that 98% of individuals are using the internet in Bahrain in which Bahrain takes the first rank globally for mobile broadband penetration, thus, made Bahrain community an attractive target that motivate the banking industries to provide mobile banking services and maintain the largest number of customers. Those customers who intend to use the mobile banking want to ensure its privacy and security and to succeed in implementing the biometric authentication system as a layer of security, the banking industries need first the customers to accept this new technology. Since the user acceptance affect the adoption of the mobile banking, this study aims to evaluate the customers' acceptance of using biometric authentication system for Bahrain mobile banking services based on a developed model from Technology Acceptance Model (TAM) [8] , this model is tested to answer the core study question that is what are the factors that mainly affect the customers to use the biometric authentication system in their mobile banking services.
The rest of the study consists of the following sections: the literature review is presented in section 2, it covers the significance of mobile banking, attacks targeting it, biometrics as security solution in banking, fingerprint as authentication in mobile banking, mobile banking in retail banking and other mobile payment gateways in Bahrain, and finally user's attitude and acceptance model. The methodology is presented in Section 3. Section 4 presents the analysis. Then conclusion and the recommendation are presented in section 5.
Literature Review

Significance of mobile banking
For the last few years, the use of mobile devices has become a daily necessity for all people to fulfill their needs in both professional and personal life, where mobile devices are being utilized beside laptop computers, and even replacing them [9] . This rapid progression and change have forced the banks and financial institutions to follow the era and remain competitive and maintain customers' satisfaction in the highest level.
Related report showed that customers tend to be more loyal to a bank and recommend it based on the banking services provided [10] . Thus, they have started to offer mobile access and provide several services for customers through online services and mobile banking applications [11] .
Mobile banking (m-banking) has been defined as a robust system for banking and financial services [12] . Thus, utilizing these services is crucially important for both investors and service providers, and a powerful tool for financial inclusion. Moreover, mobile banking is playing a significant role for Mobile-Commerce [13] . In addition, According to Community Banking Connections report, there is a tend to acquire mobile banking as it provides them with enhanced and competitive opportunities by reaching geographically remote markets, overcoming infrastructure limitations and improving efficiency, and helping in marinating market [14] .
However, with this remarkable evolution and the increasing use of mobile devices, the vulnerabilities and the risk of malware attacks on mobile banking applications have exponentially increased. In [13] a Security Testing for Android Mobile Banking Apps (STAMPA) was performed to show and signify the possible threats and vulnerabilities at "mobile application code level, network level, and device level" through a detailed discussion and a detailed automated security testing for m-banking apps. Hence, this could help for applications development in terms of security and privacy.
Mobile banking attacks
Statistics predict a growth in mobile application users by 53% in 2021 [15] , thus, attacks targeting users and financial applications are predicted to increase, common types of attacks could be summarized as [16] :
• Phishing: occurred when an attacker pretends to be a legitimate financial institution that asks the user to submit private bank information, the hacker could send emails, SMS, or even make phone calls telling people their account is locked and asking them to provide their account username and password.
Due to rise of phishing and related attacks, sensitive applications such as online banking increasingly prefer more secure authentication alternatives. Their solutions usually fall into a group called two-factor authentication. By having a secondary factor, user authentication not only depends on something-you-know but also on something-you-have. As a result, setting up a fake site for collecting user passwords is no longer sufficient to conduct a successful attack [17] .
• Man-In-The-Middle Attacks: achieved by eavesdropping on the communication between the mobile application and bank while verify the transactions, usually when users used unsecure data connection, i.e. free Wi-Fi network, attacker would attempt to send a fake bank server certificate to the mobile application, and if accepted, user's personal information would be compromised. Unfortunately, two-factor authentication by itself does not provide protection against MITM attacks as it occurs in real time [17] .
• Key Logger Software: basically, record user's actions and send account names, numbers and passwords to the hacker. In [18] there is a detailed description and survey about keyloggers on smartphones and how motion-based tap inference attacks work. Thus, how keylogger, is functioning when no physical keyboard exists on those smart devices. Moreover, the paper lists various countermeasures approaches to mitigate risks.
Biometrics in banking industry
Banks tend to adopt biometric authentication seeking both enhanced security and better customers experience. A Chinese study's results showed that the security concerns were the most important factor that motivated user's adoption of online and mobile banking [19] .
Moreover, adoption of biometrics authentication in mobile banking looks more promising as users' familiarity with biometrics authentications increased given that they became a part of smart mobile devices, from Touch ID to voice and face recognitions, as per a report by EyeVerify [20] , which conducted in March 2017 and surveyed sample of 1,002 U.S. adults users who have used biometric authentication for mobile financial services in one year span. Which indicated that the implementation of biometrics reflects positively on brands and gains users' trust whom believed biometrics to be the most secure followed by two-factor authentication and one-time password tokens or codes, where 82% believe that banks offering biometric authentication are addressing mobile security, 78% believes that mobile applications with biometrics are more secure, and 82% believe biometrics are more secure than passwords for mobile banking and payment transactions. Moreover, 80% believe applications that have access to their bank accounts should also use biometric authentication to keep accounts secure. Additionally, EyeVerify stated that people acceptance for new of biometrics including eye, face and voice recognition is growing as they get comfortable and familiar with the concept of using physical characteristics to authenticate their identities. Thus, banks can offer more biometric options for mobile logins, for both convenience and security [20] .
A report by AWARE, a provider of biometrics software products, services, and solutions, that implement fingerprint, face, and iris recognition and authentication solutions, about "How Biometrics Expand the Reach of Mobile Banking" indicated the potential of both security and convenience of mobile banking to be improved by biometrics. Thus, in compression to using passwords, or combination of password and a secondary authentication such as PIN and one-time password OTP, biometrics authentication enhances security for the application and ensures user's authenticity; as these credentials are based on what people know, which could be compromised by hackers through phishing, man-in-the-middle attacks, keyloggers, or other breaches [21] .Furthermore, it presented how most mobile banking applications lacking in security aspect due to the use passwords to authenticate users, given that passwords requirements tend to be complex as an attempt to make more secure, which in result make them inconvenient, and add cognitive pressure into users, whom ultimately reuse these passwords or write them in insecure mediums. Verizon's "2018 Data Breach
Investigations Report" found that use of stolen credentials and passwords is the top variety of hacking in web applications breaches. Along with, malware botnets that target users' personal devices to collect login details of banking applications [22] .
A joint research between MasterCard and University of Oxford "Mobile Biometrics in Financial Services: A Five Factor Framework." explored and addressed the factors affect the adoption of biometric authentication based on two separate studies, first study of users' attitudes towards the adoption of biometric authentication for online payment use cases; and second is an opinion survey of a targeted group of financial services professionals. The users' study confirmed consumers preference for biometrics as a secure, convenience and user-friendly authentication. However, the industry survey highlights gaps in experience and importance on different aspects of deploying biometric system, which ultimately prevent fully utilization of the adopted biometrics. Then, they identify five key factors and set a framework based on them that contribute to the success of a biometric system in financial services. They proposed holistic framework to achieve mobile biometrics' full potential consists of: Modality Performance, Usability, Interoperability, Security, Privacy [23] .
Fingerprint authentication for mobile banking
Fingerprint-based authentication is the new solution and the promising candidate to replace password-based authentication due to the rapid progress in electronic transactions. Fingerprint-based authentication is the most reliable, accurate, famous and user-friendly technique among all the biometrics. [24] Have proposed a security scheme to secure mobile devices, which includes fingerprint biometric for authentication. The security's analyzation results have demonstrated that the suggested scheme provides secure, strong, and reliable remote authentication for mobile users over insecure cyberspace.
For higher-level of security, [25] stated that the providers of e-banking services should consider merging this biometric method to increase the security and privacy level of E-banking services and to protect against security attacks. While, [11] described a systematic multi-factor biometric fingerprint authentication approach used to improve the security of online-banking in public cloud, where this proposed approach provides high-secure identity validation process for verifying the legitimacy of remote users.
Other research paper has introduced a hardware prototype named OffPAD (Offline Personal Authentication Device). It was developed to add up a higher level of security, strengthen authentication assurance, and to improve usability in E-banking. According to [26] OffPAD is a trusted device that supports different forms of authentication that are necessary for trusted interactions (i.e. user authentication, server authentication).
Furthermore, it provides fingerprint authentication for accessing sensitive information via fingerprint pad [27] .
[28] Developed a Java based Mobile application that has login and payment options using fingerprint authentication to simulate Mobile Banking. They performed sample test for application and reported as highly secure, successful and user-friendly.
[29] Suggested taking human-centered approach to maintain the security challenges resulted from using biometric authentication systems, and pointed the risks come with the promised convenience of using these systems. Thus, sensitive data are subjected to be stolen or leaked, money transfer for instance could be performed digitally, which as convenience as it could be it exposes these data to adversary worldwide. Moreover, they pointed that even with following guidelines and best practices regarding managing passwords by choosing strong once, change passwords more frequently, never share them or write them down, that would not get the expected outcomes, as all these guidelines increase the cognitive loads and thus the user would eventually violate the guidelines nonetheless. Among the figures in their papers, users reused 50% of passwords up to 4 times. Thus, the end user is the weakest of any system as users will weaken the security in their efforts to use the system. Finally, their study proposes that designers need to consider the human factors that impact end-user behavior.
Mobile banking in retail banking of Bahrain
According to Central Bank of Bahrain CBB [30] , Bahrain's banking system consists of both conventional and Islamic banks and it is the largest component of the financial system, with over than 85% of total financial assets. Whereas, the conventional segment includes 23 retail banks, 69 wholesale banks, 2 specialized banks as well as 36 representative offices of overseas banks, the Islamic segment, offering a host of Sharia compliant products and services include 6 retail banks and 18 wholesale banks [30] .
The authors of [31] started with the difference between e-banking and m-banking and used an extended Technology Acceptance Model TAM to study the customers' perception of m-banking and the factors that influence the adoption in Bahrain. They had total of 15 hypothesis, which were tested using linear regression analyses. Their finding emphasis on certain factors that must be considered by banks in Bahrain to improve customers' experience, mainly: continues improvements on ease of use and usefulness along with providing access to more critical information and services as some banks were merely providing functionality of checking balance, besides, risks and security issues of using mobile applications should be taken more seriously and they should work toward gaining more customers' trust considering developing the technical infrastructure of mobile banking services to ensure reliable and timely offering of services to customers. 
Financial initiatives and mobile payment applications in Bahrain
• BenefitPay: National Electronic Wallet Payment System in Bahrain, convenience, safe and secure way to Pay and transfer money without the use of cash or cards.
The App works after adding and saving means of payment data securely, which could be debit card or bank account, and then transaction made via using QR Code Scanning Technology. By December 2018 credit cards would be linked as well, and would ultimately supports payments: using Credit cards, P2P transfers through Fawri+, Bill payments through Fawateer. As of techniques of security used by BenefitPay, the user will set a PIN and Fingerprint to use either one of them for accessing the Mobile App [32] .
• bWallet: is a FinTech services as a digital mobile wallet application provided by Batelco and Arab Financial Services, launched in January 2018 promising convenience payment solution. It supports load money from debit card, maximum of 200 at time, make Peer-to-Peer money transfer to mobile user, make cashless payments quickly to merchants, request money from other bWallet users. If money sent to a mobile user who don't have bWallet account, an SMS would be send as a notification and user would be requested to create a bWallet account, however, money would be in hold for 5 days in case the receiver didn't register, and the amount will be returned to the sender, as for payment for merchant, it could be through QR code or entering mobile number and amount. Authentication of the App is using mobile number as a User ID, and 4 digits number as password [33] .
• SADAD, which means payment in Arabic, is a payment gateway channel in 
User's attitude and acceptance
The possibility of using biometric authentication for e-banking to enhance the ebanking adoption and utilization in UK using TAM model was analyzed in [35] , in their study, they considered two more parameters to the biometric security. The conclusion has shown that customer's understanding of biometrics security can positively affect their attitude and acceptance to use the biometric authentication system. Moreover, self-efficacy has positively influenced the users' perception toward the biometrics security. In addition, [36] extended the conventional technology acceptance model (TAM) to examine whether user perceptions of biometric security influence their attitude and intention to use the biometric in their mobile banking or not.
Users acceptance of secure biometrics authentication system based on an extended unified theory of acceptance and use of technology (UTAUT) Model was studied in [37] , with the aim to explore factors affecting user's acceptance of biometric authentication systems, specifically the use of fingerprint authentication systems in e-commerce websites with consideration to the sociocultural of the Saudi community. The conceptual framework they used was based on (UTAUT) model with three moderating variables: age, gender and education level and other intrinsic factors such as selfefficiency and biometric system characteristics.
The causes of the limited acceptance of mobile payments in developed countries were studied in [38] , the study was based on conducting quantitative study based on applying (UTAUT) model to explore the factors affecting nonusers' intentions to adopt remote mobile payment in the United Kingdom. Their findings revealed that performance expectancy, social influence, innovativeness, and perceived risk significantly influenced nonusers' intentions to adopt the system, whereas effort expectancy did not.
Another study about resistance of adopting mobile banking in a developing country based on Pakistan [39] , used a modified Technology Acceptance Model with the integration of four perceived risk dimensions (financial, privacy, time and security).
The results indicate a negative association of financial and privacy risks towards the attitude of mobile banking technology, and significant positive impact of perceived ease of use and perceive usefulness on people's attitude towards mobile banking.
Protection of biometric data
Due to the characteristics of biometric identifications, there are potential risks and exposures that threaten the users and subsequently the community to be subjected to identity theft or the reuse of biometric, [40] proposed best practices for the processing of biometric data, taking privacy and data protection into consideration. The best practices discussed were based on the 7th Framework Programme Turbine which is supported and funded by the EU Commission and have creation of multiple trusted revocable protected biometric identities, which are irreversible and unlikeable, as the main recommendation. On the other hand, [41] conducted a qualitative study on implementation of trusted identity management systems, aiming to design model for trusted identities framework. Their main findings were that trusted identities depend on institutional collaboration, user empowerment, system quality, information quality and service quality. However, high privacy concern is associated with low levels of trust, hence society must strive for trusted identities ecosystems.
Methodology
Paper model and methodology
The objective of this paper is to evaluate user's acceptance of using biometric authentication system for Bahrain mobile banking services, specifically the fingerprint. The paper study depends on a modified model that derived from Technology Acceptance
Model (TAM) proposed by Davis, (1989) . (TAM) model was developed to study the user's acceptance toward new technologies, where it has been conducted to investigate Malaysian citizens toward using the M-Government [42] , also it has been conducted by [43] to study the factors that could affect the use of mobile government applications in Saudi Arabia, similarly, it has been used by [8] to study Community Intention to Use (BIU) and the Actual System Use (ASU), and they modify it to suit their studies.
The proposed model
This paper depends on a proposed model that extracted from [8] 
Analysis
Result and discussion
Conclusion and Recommendations
In conclusion, this paper aimed to study the user's acceptance of using biometric authentication system for Bahrain mobile banking. In addition, it was concerned to examine this topic because no such system exists yet, and since these technologies are still developing and evolving in Bahrain. The literature review section reviewed various related papers that emphasize the importance of mobile banking adoption. In addition, it summarized results of previous studies that utilized biometrics authentication methods for online banking (particularly fingerprint authentication). Moreover, it reviewed some papers that studied the user's attitude and acceptance towards the proposed topic. The paper used a quantitative method using online questionnaire
